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▪ A secure browser is a desired but optional component of this RFP. Vendors who offer a secure browser 

should quote based on a 3,000-user license count. The secure browser, if available, should prioritize privacy 



and security, with the following key features. Vendors who do not offer a secure browser will not be 

penalized in the evaluation process.
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Feature Requirements Criteria 
Level of 

Desirability 
RESP 

Yes, 
Included 

Yes, 
Additional 

Cost 
No Comments / Clarification 

GENERAL FEATURES             

Identify general 
feature being 
evaluated for the 
technology  

Clarify the performance and functional 
requirement associated with the 
feature.  

            

Single-Vendor 
SASE 

Solution where a single provider delivers 
multiple converged network and security 
services. These services typically include 
software-defined wide-area network (SD-
WAN), secure web gateway (SWG), cloud 
access security broker (CASB), network 
firewalling, and zero trust network access 
(ZTNA). 

Mandatory           

Cloud-Centric 
Architecture 

Simplifies management of all SASE 
solutions to enhances security, and 
simplification of management, through 
integrating these services into a unified, 
cloud-based platform 

Mandatory           

USER INTERFACE & EXPERIENCE             



Customizable 
Dashboards, 
Reports and 
Visualizations 

Customizations based on any data 
attribute without requiring any 
development / deployment effort 

Desirable           

Granular Security 
Controls 

RBAC, data encryption and data masking Desirable           

Intuitive Navigation 
Users should be able to find what they are 
looking for easily without extensive 
instructions. 

Desirable           

Mobile Application 

A Smartphone application should be 
included to allow administration, 
monitoring, and management from a 
mobile device 

Desirable           

Simplicity 

A streamlined and clutter-free design 
enables users to concentrate on their 
tasks without distractions. SASE cloud 
administration dashboards should be 
intuitive, straightforward, and accessible 
to users of all skill levels for effective 
component management. 

Mandatory           

Help and 
Documentation 

Provide easily accessible help and 
guidance to assist users when they 
encounter difficulties.  

Mandatory           

Mobile Device 
Support & Alerting 

Mobile device support/applications, SASE 
Mobile, etc.  

Desirable           

COMPLIANCE REPORTING             

HIPAA Compliance 
Reporting 

Facilitate the necessary reporting and 
auditing processes to comply with HIPAA 
standards, making it a comprehensive 
solution for healthcare data protection and 
compliance. 

Desirable           

HITRUST 
Framework 
Alignment 

Essential the SASE solutions are capable 
of handling sensitive data through 
supporting HITRUST adherence and 
reporting.  

Desirable           

NIST Framework 
Alignment 

 Ensures the organization can manage 
and report on their security posture 
effectively through adherence of the NIST 
framework.  

Desirable           



LOG & DATA COLLECTION             

Ability to 
Integration with 
Splunk Cloud via 
API for Log & Data 
Collection 

The SASE solution outlined in this RFP 
will demonstrate seamless integration with 
Splunk Cloud, facilitating efficient log and 
data collection. This integration is 
essential for streamlining and centralizing 
security and network management, 
providing the visibility and analytics 
needed for organizations to quickly 
identify and respond to security threats 
across their network. 

Desirable           

Ability to SysLog 
Integrate with 
Network Monitoring 
Systems 

The Secure Access Service Edge (SASE) 
solution proposed in the RFP is designed 
to offer robust integration capabilities with 
network monitoring systems. It will support 
syslog and SNMPv3 protocols, ensuring 
compatibility with popular platforms like 
Solarwinds, LiveNX, and AlgoSec Firewall 
Analyzer. This integration is crucial for 
maintaining comprehensive visibility and 
management of network security, 
providing real-time monitoring, and 
facilitating proactive threat detection and 
response. 

Desirable           

LOGGING RETENTION & REQUIREMENTS             

90 Days Hot 
Storage 

The SASE solution should provide 90 
days of hot storage for all logs, system 
errors, traffic flows, and related data. 

Mandatory           

180 Days Cold 
Storage 

The SASE solution should provide 90 
days of hot storage for all logs, system 
errors, traffic flows, and related data. 

Desirable           

Archived Logs - 
Ease of Restore 

Vendor can demonstrate ease of restore 
and use of historical (archived) logs to aid 
in incident investigation 

Desirable           

Log Exporting 
Ability to export raw-logs to on-prem 
customer owned log server 

Desirable           



Automated Logs 
Searches for 
Breaches 

The SASE automated log search system 
must provide real-time monitoring, 
generate alerts for anomalies, integrate 
with SIEM systems, ensure compliance, 
and offer machine learning, a user-friendly 
interface, scalability, customizable 
dashboards, historical data analysis, and 
third-party threat intelligence compatibility. 

Desirable           

Simplified, User-
Friendly Log 
Searching 

The SASE solution must include 
simplified, user-friendly log searching 
capabilities, allowing security teams to 
quickly and easily access and analyze log 
data to identify potential security threats 
and breaches. 

Desirable           

API and/or THIRD-PARTY DIRECT INTEGRATIONS             

Palo Alto Cortex 
XDR 

The SASE solution should have the 
capability to integrate directly via API to 
ingest endpoint security data, alert on key 
events, and provide cohesive security 
visibility across the portfolio 

Desirable           

Palo Alto NGFW 

The SASE solution should be capable of 
integrating directly via API to ingest 
firewall security data, alert on key events, 
and provide cohesive security visibility 
across the portfolio. This includes firewall 
events, IDS/IPS information, URL and 
DNS security events, and other 
associated metrics. 

Desirable           

Forcepoint 

The SASE solution should have the 
capability to integrate directly via API to 
Forcepoint Cloud to ingest events related 
to web and URL filtering, and associated 
security events 

Desirable           

Splunk 
The SASE solution should have the 
capability to integrate to the organization 
Splunk Cloud SIEM integration.  

Mandatory           



Critical Start - 
ZTAP - SOC 

The SASE solution should have the 
capability to integrate directly via API to 
the organization third-party Security 
Operations Center (SOC) hosted by 
Critical Start and using the Zero-Trust 
Analytics Platform (ZTAP)  

Desirable           

DUO - MFA 

The SASE solution should have the 
capability to integrate directly via API to 
the organizations MFA instance with 
DUO.  

Desirable           

 

Feature Requirements Criteria 
Level of 

Desirability 
RESP 

Yes, 
Included 

Yes, 
Additional 

Cost 
No Comments / Clarification 

Cloud-First 
Strategy 

Prioritizes cloud-based services for scalability, 
flexibility, and cost savings, while ensuring 
minimal on-premises assets are robust and 
integrated. 

Mandatory           

Infrastructure 
& Licenses 

Comprehensive list of required components, 
software, and licenses for go-live and 
anticipated growth. 

Mandatory           

Supporting 
Devices 

Details necessary hardware, software, and 
support services for smooth integration. 

Mandatory           

Scalability 
Ensures the solution can grow with the 
enterprise, accommodating new sites, 
endpoints, and cloud environments. 

Mandatory           

Systems 
Integration 

Seamlessly integrates with existing network 
and security solutions like Cisco Meraki, Palo 
Alto Networks, Nutanix, Rubrik, Splunk, and 
more. 

Mandatory           

Network 
Management 

Simplifies management by consolidating 
security functions into a single, cloud-based 
interface. 

Mandatory           



 

Feature Requirements Criteria 
Level of 

Desirability 
RESP 

Yes, 
Included 

Yes, 
Additional 

Cost 
No Comments / Clarification 

SD-WAN 
Features 

Clarify the performance and functional 
requirement associated with the 
feature.  

            

Application-Centric 
Networking 

Prioritizes and routes traffic based on 
application needs. 

Mandatory           

Centralized 
Management 

Simplifies network administration through 
a centralized dashboard. 

Mandatory           

Optimized 
Connectivity 

Supports multiple transport services 
(MPLS, LTE, DIA, broadband). 

Mandatory           

Improved 
Performance 

Reduces latency and enhances 
bandwidth usage. 

Mandatory           

Secure 
Connections 

Encrypts data across the network. Mandatory           

Cloud-Native 
Architecture 

Delivers services from the cloud for rapid 
deployment and scalability. 

Mandatory           

Dynamic Perimeter 
Accommodates remote workers and 
branch offices. 

Mandatory           

Simplified Network 
Management 

Reduces complexity of managing security 
devices. 

Mandatory           

Capacity 
Requirements 

Routes/inspects traffic at 1Gbps (clinics) 
and 10Gbps (data centers). 

Mandatory           

Overlay Transport 
Provides secure connectivity over 
insecure mediums. 

Mandatory           

Identity-Based 
Networking 

Maps users to IP addresses across the 
network. 

Mandatory           

Application/User 
Experience 
Reporting 

Reports performance metrics beyond 
simple ICMP RTT. 

Mandatory           

Custom Application 
Definition 

Configures custom applications for 
routing and policy decisions. 

Mandatory           



General Network 
Features 

Clarify the performance and functional 
requirement associated with the 
feature.  

            

Hardware & VLAN 
Management 

Replace Meraki MX, L3 gateway for 
VLANs, support multiple VLANs, VLAN 
management across sites. 

Mandatory           

Network Security 
Access lists, malware protection, 
IDS/IPS, local/clinic level firewall. 

Mandatory           

Routing & Traffic 
Control 

Dynamic routing (BGP, etc.), policy-
based routing, automatic route 
propagation, QoS/traffic shaping. 

Mandatory           

DHCP & Captive 
Portal 

DHCP server capabilities, captive portal 
with splash page. 

Mandatory           

Packet Capture & 
Troubleshooting 

Packet capture on L3 device and 
connected clients, embedded packet 
capture, basic network troubleshooting 
tools, detailed flow logging. 

Desirable           

Monitoring & Alerts 
SNMPv3 polling, device alerts, REST API 
for stats and configurations. 

Desirable           

Content Filtering &  Content filtering (URL, category, IP),  Mandatory           

Teleworker 
Appliances 

Ability to provide and support small, all-in-
one/teleworker appliances to allow 
testing and use of ambulatory equipment 
in an employee’s home 

Desirable           

Network Tools 
Ping, tracert, nslookup, ARP, speed test, 
iPerf, tcpdump. 

Desirable           

Connectivity & 
Redundancy 

Link aggregation, serial console port, 
redundant power supplies, support for 
100/1000M RJ45 and 10Gb RJ/SFP+ 
interfaces. 

Mandatory           



 

Feature Requirements Criteria 
Level of 

Desirability 
RESP 

Yes, 
Included 

Yes, 
Additional 

Cost 
No Comments / Clarification 

Web Security 

URL filtering (malicious, content-
based), application control, 
advanced threat protection, 
malicious code detection, remote 
user protection. 

Mandatory           

Traffic Inspection 
SSL/TLS inspection and 
decryption, data loss prevention 
(DLP). 

Mandatory           

Policy & Access 
Management 

Dynamic policy enforcement, role-
based access policies, multi-factor 
authentication (MFA). 

Mandatory           

Monitoring & Reporting 
Logging and analysis, user access 
reporting. 

Mandatory           

Performance & Control Bandwidth control. Mandatory           

 

Feature Requirements Criteria 
Level of 

Desirability 
RESP 

Yes, 
Included 

Yes, 
Additional 

Cost 
No Comments / Clarification 

Identity & Access Control 

Identity verification, least-privilege 
access, role-based access policies, 
identity, and context-based 
boundaries. 

Mandatory           



Network Security 
Micro-segmentation, application layer 
security, reduced attack surface, 
dynamic policy enforcement. 

Mandatory           

Integration & Support 
Integration with SASE solutions, third-
party vendor and IoT device support, 
wide asset coverage. 

Mandatory           

Monitoring & Reporting 
Context-aware policies, user access 
reporting. 

Mandatory           

Application Layer Security 
 ZTNA  functionality at the application 
layer to provide more granular 
security controls. 

Mandatory           

 

Feature Requirements Criteria 
Level of 

Desirability 
RESP 

Yes, 
Included 

Yes, 
Additional 

Cost 
No Comments / Clarification 

Privacy & Security 

Blocking third-party trackers, 
password management, anti-phishing 
protection, automatic HTTPS 
encryption, ad and tracker blocking, 
cookie management, privacy-focused 
search engines, customizable privacy 
settings, pop-up blocking, sensitive 
data masking, key-logging and screen 
scraping protection, certificate 
protection. 

Desirable           

Browser Control 

Browser extensions control, VPN 
restriction and blocking, visibility and 
control, granular control over browser 
components, identity-based access 
control, multi-factor authentication. 

Desirable           



Updates & Reporting 
Regular and automatic updates, 
reporting capabilities. 

Desirable           

Data Loss Prevention 
(DLP) 

Browser DLP alert and blocking, 
browser DLP alert and accept, control 
file movements and transfers. 

Desirable           

Network Tools 
Sandboxing, integrated VPN 
restriction, packet capture/tcpdump. 

Desirable           

 

Feature Requirements Criteria 
Level of 

Desirability 
RESP 

Yes, 
Included 

Yes, 
Additional 

Cost 
No Comments / Clarification 

Layer-7 Firewall 
Provides L7 firewall with IDS/IPS and 
other security services. 

Mandatory           

Digital Experience 
Monitoring (DEM) 

Monitors service delivery paths and 
connectivity issues for remote work. 

Mandatory           

Web Proxying 
Offers secure connections for traffic 
that cannot be fully inspected. 

Mandatory           

Integrated VPN Services 
Routes traffic through a VPN to 
optimize cloud environments. 

Mandatory           

Dynamic Performance 
Adapts to changing business needs 
and threat landscapes. 

Mandatory           

Threat Protection 
Detects and responds to threats in 
real-time. 

Mandatory           

Advanced Threat 
Protection 

Includes next-gen firewall capabilities 
with advanced inspection and 
detection. 

Mandatory           

Operational Efficiency 
Simplifies management and 
enhances operational speed. 

Mandatory           

Simplified Connectivity 
Supports remote and hybrid users by 
connecting to nearby cloud gateways. 

Mandatory           



Cloud-Native Architecture 
Combines networking and security 
functions into a single cloud service. 

Mandatory           

Web and URL Filtering 
Implements advanced URL filtering to 
protect against web-based threats. 

Mandatory           

DNS Security 
Monitors DNS traffic to block data 
exfiltration and enforce security 
policies. 

Mandatory           

Support for EDLs 
Integrates External Dynamic Lists for 
dynamic threat management. 

Mandatory           

Consistent Security 
Ensures full visibility and inspection of 
traffic across all ports and protocols. 

Mandatory           

 

Feature Requirements Criteria 
Level of 

Desirability 
RESP 

Yes, 
Included 

Yes, 
Additional 

Cost 
No Comments / Clarification 

Secure Access 
Provides secure remote access to 
corporate and cloud applications. 

Mandatory           

Risk Visibility 
Assesses risk of unsanctioned 
applications and makes access 
decisions. 

Desirable           

Threat Prevention 
Identifies unusual behavior, detects 
threats, and remediates automatically. 

Mandatory           

Cloud Usage Control 
Manages cloud usage with advanced 
analytics, controls access based on 
status or location. 

Mandatory           

Data Encryption 
Encrypts sensitive data in motion and 
at rest. 

Mandatory           

Unified Security Policy 
Enforces consistent security policies 
across on-premises and cloud 
environments. 

Mandatory           



Visibility & Control 
Provides detailed insights into cloud 
application usage for monitoring and 
management. 

Mandatory           

Threat Protection 
Detects and responds to threats in 
real-time, protecting against malware 
and ransomware. 

Mandatory           

 

Feature Requirements Criteria 
Level of 

Desirability 
RESP 

Yes, 
Included 

Yes, 
Additional 

Cost 
No Comments / Clarification 

Cloud Integration 
Integrates DLP tools into cloud 
platforms for seamless security 
across services and applications. 

Mandatory           

Data Protection 
Provides inline data inspection, at-rest 
data protection, and SSL decryption 
to secure data in transit and at rest. 

Mandatory           

Unified Policy 
Enforcement 

Applies consistent DLP policies 
across all data locations, eliminating 
the need for separate DLP gateways. 

Mandatory           

Shadow IT Protection 
Offers visibility into unauthorized 
applications and services to reduce 
data loss risks. 

Mandatory           

User Error Minimization 
Monitors and governs data access to 
minimize user mistakes. 

Mandatory           

Advanced Threat 
Protection 

Identifies and blocks sophisticated 
threats to enhance data security. 

Mandatory           

Agent-Based DLP 
Protects sensitive data across 
networks and devices, both on and off 
premises. 

Mandatory           



 

Feature Requirements Criteria 
Level of 
Desirability 

RESP 
Yes, 

Included 

Yes, 
Additional 

Cost 
No Comments / Clarification 

Customer Support 
Provides toll-free customer support 24 
hours, seven days per week.  

Mandatory           

Geographic and 
Language Support 

Provide support in locations needed 
and in the languages that are spoken 
by employees. 

Mandatory           

User Manuals 

Provides a complete set of user 
manuals for all software applications 
to document and explain system 
features and functions.  

Mandatory           

Implementation Support 
Provides complete turnkey onsite 
implementation and project 
management support.  

Mandatory           

Training Provides onsite training to technicians.  Mandatory           

Software Updates 
Provides future software releases and 
updates to all applications as part of 
regular software maintenance fees.  

Mandatory           

Technical Documentation 

Provides technical documentation for 
support staff including system 
overviews, design, flowcharts, and file 
layouts.  

Mandatory           

Performance Monitoring 

(If applicable) Provides remote 
software monitoring to identify 
anomalies and provide automatic 
upgrades. 

Mandatory           

Implementation and 
Configuration 

Describe the process by which the 
collectors, devices, and reporting 
tools, along with their associated 
licenses, are deployed and initially 
configured. 

Mandatory           

Ongoing Operations 
Describe how, after the initial 
configuration, the solution is 
maintained and updated. 

Mandatory           



Scalability 
Ability to scale all solutions up or down 
based on the organization's growth 
and needs 

Mandatory           



 

• 

• 

• 

• 

• 

• 

• 



• 

• 

• 

• 





 



 

CW9164I 233
MG21-NA 3
MR18 1
MR42 2
MR46 8
MS120-24P 3
MS250-24P 3
MS250-48FP 191
MS425-32 6
MX100 1
MX105 7
MX250 2
MX450 2
MX64 5
MX68 3
MX84 39
MX85 1
MX95 8
VMX-M 1
Z4 3
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